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Abstract:

The maritime sector is undergoing rapid digitalization,
improving efficiency while simultanecously
introducing new cybersecurity risks. The widespread
adoption of interconnected technologies, including
shipboard networks, GPS-based navigation, and port
management systems, has heightened the industry's
vulnerability to cyber threats. This study examines the
shifting landscape of maritime cybersecurity, focusing
on major attack vectors such as ransomware, GPS
spoofing, phishing, and denial-of-service (DoS)
attacks. Real-world incidents, including the Maersk
NotPetya attack and Black Sea GPS spoofing cases,
highlight the severe operational and financial impacts
of these threats. Despite the presence of established
cybersecurity frameworks like the NIST
Cybersecurity Framework (CSF) and IMO
regulations, critical security gaps persist, including
deficiencies in real-time threat detection, identity
management, and system interoperability. This
research explores advanced cybersecurity strategies,
such as Al-powered machine learning models and
quantum cryptographic solutions, to enhance
maritime security. By integrating these innovative
technologies, the maritime industry can proactively
counter cyber risks, ensuring the security and stability
of global trade. The study emphasizes the need for
dynamic cybersecurity policies, collaborative efforts
across industry stakeholders, and continuous
advancements to address evolving threats effectively.
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1. Introduction:

With the maritime industry's increasing reliance on
digital interconnectedness, the risk of cyber threats
targeting critical infrastructure has grown
significantly. Modern maritime operations depend on
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advanced digital systems for vessel navigation, cargo
tracking, and port management. However, this
technological shift has also introduced numerous
vulnerabilities, making ships and ports susceptible to
cybercriminals, state-sponsored actors, and
hacktivist groups. Attacks such as ransomware, GPS
spoofing, phishing, and supply chain breaches have
already demonstrated their ability to disrupt maritime
activities, cause financial losses, and threaten global
trade security.

One notable example is the 2017 Maersk NotPetya
cyberattack, which caused widespread operational
failures and financial damages exceeding $300
million. Likewise, the Black Sea GPS spoofing
incident (2017) and Strait of Hormuz spoofing
incidents (2019-2021) underscore the growing
sophistication of cyber threats targeting maritime
navigation. These cases highlight the industry's
urgent need for stronger cybersecurity strategies.
Although regulatory frameworks such as the NIST
Cybersecurity Framework (CSF) and IMO
cybersecurity guidelines provide essential security
measures, their implementation is hindered by
outdated legacy systems, inconsistent regulatory
compliance, and insufficient cybersecurity training
for maritime personnel.

This study examines the cybersecurity landscape in
the maritime sector, identifying critical
vulnerabilities and analysing case studies that expose
systemic weaknesses. It further explores advanced
cybersecurity measures, including Al-powered threat
detection systems and quantum cryptographic
solutions, which offer significant improvements in
real-time anomaly detection and data security. By
addressing both regulatory challenges and
technological advancements, this research aims to
develop a robust cybersecurity strategy to safeguard
the maritime industry from evolving digital threats.
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2. Cybersecurity threat landscape in maritime
industry:

2.1 Common Attack Vectors:

Malware and Ransomware Attacks: Malware,
including viruses, worms, and spyware, has been used
to infiltrate critical maritime systems. Attackers often
target vessel management systems, electronic chart
display and information systems (ECDIS), and port
control networks. Once infected, malware can disrupt
navigation, compromise sensitive data, or allow
unauthorized remote access to onboard systems.
Ransomware attacks have emerged as a critical threat,
where hackers encrypt vital data and demand ransom
payments to restore access. These attacks often target
ship management companies, terminal operators, and
freight forwarders, leading to delays and financial
losses. Affects shipboard systems, leading to
operational shutdowns.

GPS Spoofing: It is a growing cybersecurity threat in
the maritime industry, where attackers manipulate
Global Positioning System (GPS) signals to mislead
ship navigation systems. This form of cyberattack can
cause vessels to deviate from their intended routes,
disrupt port operations, or even lead to collisions. As
maritime navigation increasingly relies on satellite-
based positioning, GPS spoofing poses serious risks to
global shipping, trade, and security. Alters ship
navigation, causing potential collisions or detours.

Phishing and Social Engineering: Phishing and
social engineering attacks are significant
cybersecurity threats in the maritime industry,
targeting shipping companies, port authorities, and
vessel crews. These attacks exploit human
vulnerabilities to gain unauthorized access to sensitive
information, disrupt operations, or deploy malware
into critical systems. As the industry increasingly
relies on digital communication and remote
operations, the risks associated with phishing and
social engineering continue to grow. Exploits human
error to gain unauthorized access to maritime systems.

Supply Chain Attacks: Supply chain attacks in the
maritime industry pose a serious cybersecurity threat,
as they target interconnected systems, vendors, and
service providers to infiltrate critical infrastructure.
These attacks exploit vulnerabilities in software,
hardware, or third-party services to compromise ship
navigation, port operations, and cargo logistics. As
maritime operations become increasingly digitalized,
the risk of cyberattacks disrupting the global supply
chain has escalated. Targets software updates and
third-party systems to infiltrate onboard networks.

Denial-of-Service (DoS) Attacks: Denial-of-Service
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(DoS) and Distributed Denial-of-Service (DDoS)
attacks are significant cybersecurity threats to the
maritime industry, disrupting port operations, ship
communications, and logistics networks. These
attacks flood systems with excessive traffic or exploit
vulnerabilities to overwhelm and disable critical
infrastructure, causing operational delays and
financial losses. As maritime operations become
more reliant on digital systems, DoS attacks pose an
increasing risk to global trade and security. Disrupts
communications and logistics networks.

2.2 Case reports relating to the common attack
vectors:

Maersk NotPetya Attack (2017): The NotPetya
cyberattack in 2017 had a devastating effect on
Maersk, incurring $300 million in losses, slowing
port operations, and interfering with its IT systems.
The attack began with a compromised software
update in M.E.Doc and took use of flaws in the
Windows system. Unlike other ransomware,
NotPetya was a destructive wiper since it lacked a
ransom recovery mechanism. The absence of
segmentation, supply chain vulnerability, and poor
patch management in Maersk's IT infrastructure
served as the attack's single point of failure. Maersk
had to rebuild its whole IT network as a result of the
attack, underscoring the significance of cyber
resilience.

Black Sea GPS Spoofing Incident (2017): In June
2017, multiple ships in the Black Sea reported GPS
anomalies, causing them to display incorrect
positions. This GPS spoofing attack raised concerns
over maritime cybersecurity, navigation safety, and
geopolitical motives. Cybersecurity analysts suspect
that a state actor or military entity intentionally
broadcasted false GPS signals, tricking ships into
believing they were at incorrect locations. The
incident may have been a test of electronic warfare
capabilities, possibly by a nation-state. The attack
affected multiple vessels at once, suggesting a
sophisticated and large-scale operation. The incident
highlighted the risks of collisions, misrouting, and
unauthorized entry into restricted waters. It also
highlighted the vulnerability of modern navigation
systems to cyber threats, particularly in politically
sensitive regions. The incident emphasized the need
for alternative navigation systems, such as Inertial
Navigation Systems (INS) and eLoran, to counter
GPS spoofing threats.

Strait of Hormuz Incidents (2019-2021): Between
2019 and 2021, multiple vessels navigating through
the Strait of Hormuz reported GPS spoofing
incidents, causing confusion and potential security
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risks. The incidents occurred in a strategically
significant waterway, raising concerns over maritime
cybersecurity, geopolitical tensions, and navigational
safety. Ships experienced sudden location shifts on
their GPS displays, communication interference, and
targeted attacks on commercial and military vessels.
The incidents coincided with rising tensions in the
Middle East, particularly between Iran, the U.S., and
Gulfnations, leading to speculation of state-sponsored
cyberwarfare. Security risks include misdirected
ships, increased collision risks, and unauthorized entry
into restricted maritime zones. Reasons for GPS
spoofing include geopolitical conflicts, maritime
security concerns, advanced electronic warfare
capabilities, and economic and trade disruptions. The
Strait of Hormuz GPS spoofing incidents underscore
the need for multi-layered positioning systems, cyber
resilience, and international cooperation to protect
global shipping lanes.

Shipping Company Payroll Scam (2019): In 2019, a
major shipping company suffered a payroll scam,
resulting in significant financial losses.
Cybercriminals used phishing and social engineering
techniques to deceive employees into updating payroll
information and redirecting salary payments to
fraudulent bank accounts. The incident exposed
weaknesses in cybersecurity awareness, email
authentication, and financial transaction verification
within the maritime industry. The company's payroll
system lacked additional authentication layers,
allowing attackers to access accounts using stolen
credentials. Inadequate employee awareness also
contributed to the scam. This case underscores the
importance of cybersecurity in financial transactions,
particularly in shipping industries with global
operations and dispersed teams.

MSC Geneva Malware Attack (2020): In April 2020,
the Mediterranean Shipping Company (MSC), a major
container shipping firm, experienced a malware attack
that temporarily shut down its digital services,
including booking and cargo tracking systems. The
attack, which targeted the company's Geneva data
centre, highlighted cyber vulnerabilities in maritime
logistics and the growing threat of malware targeting
critical infrastructure. The attack was triggered by
malicious software, potentially ransomware, and the
lack of advanced threat detection. Despite the
disruption, MSC quickly restored operations by
switching to alternative communication methods and
implementing recovery protocols. The incident
underscored the need for stronger cybersecurity
measures, such as network segmentation, real-time
threat monitoring, and robust incident response plans,
as digital disruptions can have significant global trade
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consequences.

3.Regulatory frameworks and best practices:

3.1 NIST Cybersecurity Framework (CSF):

The National Institute of Standards and Technology
(NIST) Cybersecurity Framework (CSF) provides a
structured approach to managing cybersecurity risks
across industries, including the maritime sector. With
the growing reliance on digital technologies in
shipping, navigation, and port operations, the NIST
CSF helps maritime organizations strengthen
cybersecurity resilience against evolving cyber
threats such as ransomware, GPS spoofing, and
supply chain attacks. The NIST Cybersecurity
Framework (CSF) is a set of five core functions that
can help the maritime industry establish robust
cybersecurity defences. These functions include
identifying cyber risks, protecting defence
mechanisms, detecting carly threats, responding
effectively to incidents, and recovering after an
attack. Identifying cyber risks involves conducting
risk assessments, maintaining an asset inventory of
critical maritime IT and OT systems, and establishing
a governance framework for cybersecurity
compliance. Protecting defence mechanisms
involves network segmentation, enforcing multi-
factor authentication, and deploying firewalls,
endpoint detection, and encryption. Detecting cyber
threats early involves real-time monitoring, intrusion
detection systems, and regular vulnerability
assessments. Responding effectively involves
developing incident response plans, cybersecurity
drills, and secure communication channels.

The NIST Cybersecurity Framework (CSF) is a
crucial tool for maritime organizations, but its
implementation faces several challenges due to its
complexity, global operations, and reliance on legacy
systems. These include a lack of maritime-specific
guidance, integration with legacy systems, limited
cybersecurity awareness among maritime personnel,
inconsistent global adoption due to multiple
jurisdictions and international regulations, resource
constraints in small and medium-sized shipping
companies, difficulty in monitoring and incident
response, and resistance to change.

The CSF is a general cybersecurity framework that is
not tailored for the unique threats faced by maritime
operations. It is also difficult to integrate with older,
unpatched systems, which can be costly and time-
consuming to upgrade. Additionally, the industry's
traditional focus on physical security over
cybersecurity makes adoption difficult.

The NIST Cyber Security Framework (NSCF) is
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being improved to address emerging threats in the
maritime industry. It will align with IMO Cyber
Regulations, develop maritime-specific cybersecurity
best practices, and incorporate Al and machine
learning for threat detection. It will also address GPS
spoofing and maritime navigation attacks, establish
protocols for multi-source navigation, strengthen
supply chain cybersecurity, and mandate
cybersecurity training for mariners and port personnel.
These changes aim to ensure global compliance,
reduce GPS dependence, and improve response
readiness in the maritime industry.

The maritime industry needs to further develop
customized NIST CSF guidelines for maritime
cybersecurity challenges, invest in upgrading legacy
systems, incorporate cybersecurity training for
maritime personnel, align NIST CSF with IMO,
BIMCO, and port authority regulations, and develop
affordable security solutions for smaller firms. These
solutions will help ensure stronger cyber resilience in
global shipping operations, despite the challenges of
implementation. By implementing these solutions, the
maritime industry can enhance its cybersecurity
capabilities.

3.2 IMO and industry standards for maritime
cybersecurity:

The maritime industry is governed by international
regulations and standards to enhance cybersecurity in
shipping and port operations. These include the
International Maritime Organization (IMO)
guidelines, such as Resolution MSC.428(98), which
mandates that maritime cyber risks be addressed
within existing safety management systems (SMS)
from January 1,2021.

ISO/IEC 27001, an international standard, specifies
requirements for establishing, implementing,
maintaining, and continually improving an
information security management system (ISMS) to
protect sensitive information.

ISO 28000:2022, a standard for security management
systems for the supply chain, focuses on identifying
and managing security risks within logistics and
transportation.

IEC 62443, a series of standards addressing
cybersecurity for operational technology in industrial
automation and control systems, is relevant to
maritime control systems, providing guidelines to
protect shipboard and port industrial networks from
cyber threats.

The maritime industry needs to develop tailored
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cybersecurity frameworks to address the unique
challenges of maritime operations. Existing standards
like ISO 28000 and IEC 62443 are valuable, but more
tailored frameworks are needed to address the unique
threats of maritime operations. Comprehensive
cybersecurity training programs for all maritime
personnel are essential, focusing on recognizing and
responding to cyber threats specific to maritime
contexts. Regular audits and assessments should be
conducted by certified professionals familiar with
maritime operations to identify vulnerabilities.
Greater collaboration between shipping companies,
port authorities, and international bodies can lead to
improved information sharing about emerging cyber
threats and best practices. Governments and
regulatory bodies can incentivize cybersecurity
investments through subsidies, tax breaks, or
recognition programs, encouraging proactively
adopting advanced security technologies and
practices. By addressing these areas, the maritime
industry can strengthen its cybersecurity posture and
ensure safer operations in the face of evolving cyber
threats.

4. Unsolved challenges in maritime cybersecurity
despite existing frameworks:

Despite the presence of cybersecurity regulations
such as IMO MSC.428(98) and standards like ISO
27001 and NIST CSF, significant security gaps
remain in the maritime industry. Below are key
unsolved challenges, along with real-world examples
illustrating their impact.

Lack of Real-Time Threat Detection: Most ships
and ports rely on reactive cybersecurity measures,
meaning threats are often identified only after an
attack has occurred.Al-driven threat detection and
predictive analytics are not widely adopted, leaving
ships vulnerable to zero-day attacks, malware
infections, and system intrusions. Many onboard
systems lack 24/7 cybersecurity monitoring, making
it difficult to detect and mitigate threats before they
cause operational disruptions.

Identity Management in Maritime Networks:
Maritime networks rely on weak authentication
mechanisms, making it easy for cybercriminals to
gain unauthorized access. Many shipping companies
still use shared passwords, lack multi-factor
authentication (MFA), and have poor access control
policies. Crew members often access critical systems
using unsecured personal devices, increasing the risk
of cyber intrusions.

Interoperability Issues in Cybersecurity Systems:
The maritime industry consists of multiple
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stakeholders (shipping companies, port operators,
customs authorities, logistics providers) that use
different cybersecurity standards and protocols. Lack
ofaunified cybersecurity framework makes it difficult
for ships, ports, and logistics providers to share threat
intelligence and coordinate responses. Many third-
party software and onboard systems do not follow a
common security standard, leading to inconsistent
protection across the supply chain.

Lack of Cybersecurity Awareness Among Maritime
Personnel: Many seafarers and port operators are not
trained to recognize cyber threats, such as phishing or
social engineering attacks. Human error remains a
major risk, with weak passwords, unpatched software,
and unauthorized USB use leading to cyber breaches.
Inconsistent Global Regulations & Compliance
Issues: Different nations enforce varying
cybersecurity rules, making compliance complex for
international shipping companies. Some countries
lack clear enforcement of IMO cybersecurity
regulations, leading to patchy adoption.

5. Proposed solutions for protection against the
threats:

5.1 Al-driven threat detection machine learning
models for maritime cybersecurity:

5.1.1 Supervised learning models:

Random forest & decision trees are powerful machine
learning algorithms that can be applied to maritime
cybersecurity for detecting and mitigating cyber
threats. These models are widely used due to their
ability to handle large datasets, identify patterns, and
make real-time security decisions.

A Decision Tree (DT): It is a supervised learning
model that makes decisions based on a series of if-then
conditions. It follows a hierarchical structure where;
Root node are the starting point that evaluates the most
significant feature.

Branches are different conditions or choices that lead
to further decisions.

Leaf nodes are the final classification or prediction
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Dataset & features used:

Feature Description

IP Address Source & destination of
network packets

Port Number | Network service being
accessed

Login Number of failed login

Attempts attempts

GPS Ship location data

Coordinates

Email Sender, recipient,

Metadata subject line

File Access User file access

Logs behaviour

Model performance metrics:

Model | Accura | Precisi | Rec | F1-
cy on all Sco
re

Decisi | 85% 83% 80% | 81

on %
Tree

Rando | 94% 92% 90% | 91
m %
Forest
outcome.

Their application in the industry is classifying
network traffic as normal or suspicious identifying
phishing attacks based on email metadata and
content, predicting unauthorized system access based
on login behaviour.

Random forest (RF): This model is an ensemble of
multiple decision trees, where each tree is trained on a
random subset of the data. The final prediction is
made based on majority voting (for classification) or
averaging (for regression).

Advantages of random forest over decision trees are
higher accuracy which reduces the risk of overfitting,
handles large datasets works well with complex
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maritime cybersecurity data and more robust
predictions which aggregates multiple decisions to
improve reliability. Maritime cybersecurity can be
improved by using Random Forest classifiers to detect
intrusions in ship networks, GPS spoofing, and
phishing attacks. These methods help identify unusual
data patterns and malicious IP addresses, while also
addressing GPS spoofing issues by training Decision
Tree models on historical data and environmental
factors. Additionally, Random Forest can be used to
analyse email metadata to classify legitimate or
phishing attempts, ensuring the security of maritime
employees and preventing unauthorized system
access.

Neural networks (deep learning):

Deep learning models have become crucial in
maritime cybersecurity for detecting complex cyber
threats, predicting anomalies, and automating threat
response mechanisms. With the increasing
digitalization of shipboard systems, port operations,
and global logistics networks, deep learning provides
real-time, adaptive defence mechanisms against
cyberattacks such as ransomware, GPS spoofing,
phishing, and supply chain intrusions.

There are several deep learning models for maritime
cybersecurity, including Convolutional Neural
Networks (CNNs), Recurrent Neural Networks
(RNNs), Long Short-Term Memory (LSTM),
Autoencoders (Unsupervised Anomaly Detection),
and Generative Adversarial Networks (GANs). CNNs
analyse binary malware images to detect unknown
cyber threats, while RNNs and LSTMs predict
cyberattacks by analysing historical network traffic
logs. Autoencoders detect unknown cyber threats in
maritime networks, while GANs generate synthetic
cyberattacks to train Al-based security models.
CNN-based intrusion detection systems classify
normal vs. suspicious network traffic, while LSTM
models predict cyberattacks based on historical login
activity. Autoencoders detect unknown malware
trying to infect ship systems, preventing system
takeovers.

GPS Spoofing & Navigation System Security:
CNNs process GPS signals to distinguish real vs.
spoofed signals, and autoencoders analyse ship
movement patterns to detect GPS anomalies. GANs
generate simulated GPS attacks to train Al defence
models, enabling real-world examples like the Strait of
Hormuz GPS Spoofing Incidents (2019-2021) and the
Phishing & Social Engineering Attack Prevention
(2019) cases.

Deep learning models play a significant role in
maritime cybersecurity, providing real-time, adaptive
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defence mechanisms against cyberattacks such as
ransomware, GPS spoofing, phishing, and supply
chain intrusions. By utilizing these models, maritime
companies can better protect their systems and reduce
financial losses associated with cyber threats.

5.1.2 Reinforcement learning models:

DQN: Itis a solution to traditional intrusion detection
systems (IDS) by learning from past cyberattacks to
predict and prevent future intrusions. It automatically
blocks malicious network packets and adapts in real-
time to new attack methods without human
intervention. DQN-powered IDS in port networks
can detect abnormal traffic patterns and dynamically
adjust firewalls to prevent DDoS attacks. Another
solution is automated response to ransomware
attacks, which encrypt shipboard data and disrupt
global shipping operations. DQN detects ransomware
behaviour before encryption begins, quarantines
infected files, and optimizes backup and recovery
strategies to minimize downtime. This could have
prevented massive losses in the NotPetya
ransomware case. Another solution is real-time GPS
spoofing mitigation, which analyses GPS anomalies
in real-time and compares them with historical
navigation data. This system could have identified
spoofed signals and switched to alternative
navigation methods. Lastly, DQN-based adaptive
cyber defence in port and ship networks predicts
future cyber threats based on past attack patterns,
optimizes firewall settings and access control rules
dynamically, and learns how cybercriminals adapt
and adjust security policies automatically.

Key features used in DQN for cybersecurity:

Key features used in GAN-based
cybersecurity models:

Feature Description

Network Traffic | Normal vs. malicious
packet behaviour

GPS Real vs. spoofed
Coordinates signals

Phishing Email | Fraudulent vs.
Patterns genuine emails
Malware Known vs. unknown
Signatures malware behaviours

298




e-ISSN - 2584-1025

Model performance comparison:

Cyber Threat | Traditional | GAN-
Detection Based Al
Rate Detection

Rate

Phishing 78% 95%

Emails

GPS 60% 92%

Spoofing

Malware & 75% 97%

Ransomware

Al and ML in CyberSecurit

Faster
(= s e

B
Deretizn

Bt
Analy

Sucuos
AEremndication

Fraventing

Oirflan Frauds

Estimated savings with Al-Driven threat

detection:
Cyber Annu | AI Estimat
Threat al Detecti | ed
Indust | on Saving
ry Potenti s
Losse | al
s
(Est.)
Ransomwar | $3-5 85% $2.5
e Attacks billio detectio | billion
n n rate
GPS $1 90% $900
Spoofing billio early million
n detectio
n
Data $500 80% $400
Breaches millio | prevent | million
n ion
Phishing/S $1.5 75% $1.1
ocial billio prevent | billion
Engineerin | n ion
g
Total $8 $5-6
Savings billio billion
Potential n per year

5.2 Quantum cryptography & post-
quantum cryptography:
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Quantum cryptography (QC) and post-quantum
cryptography (PQC) are emerging technologies that
offer new ways to secure ship networks, port
infrastructures, and global supply chains from
advanced cyber threats. QC uses quantum mechanics
principles to create unbreakable encryption, while
PQC develops classical encryption algorithms
resistant to quantum attacks. These technologies are
crucial in the face of rising nation-state cyber threats,
GPS spoofing, ransomware, and advanced persistent
threats (APTs).

Quantum cryptography leverages quantum
mechanics principles such as superposition and
entanglement to create highly secure communication
methods, such as Quantum Key Distribution (QKD),
which uses photons to create and share encryption
keys securely. It prevents eavesdropping and ensures
perfect secrecy, even with unlimited computing
power. Post-quantum cryptography, on the other
hand, refers to mathematically complex encryption
algorithms that remain secure even against quantum
computers. These algorithms include lattice-based
cryptography, hash-based cryptography, and
multivariate polynomial cryptography.

The applications of QC and PQC in maritime
cybersecurity include securing ship-to-ship
communications, protecting GPS signals from
spoofing and jamming, enhancing port cybersecurity
and access control, strengthening maritime IoT
security, and securing financial transactions and
supply chain data. Quantum-enhanced cryptographic
signatures can protect GNSS data and improve GPS
accuracy by detecting spoofed signals in real-time. In
addition, quantum-enhanced access control ensures
only authorized personnel can interact with critical
port systems, while PQC-based digital signatures
secure maritime supply chain documents from being
forged.

The integration of Quantum Cryptography (QC) and
Post-Quantum Cryptography (PQC) into the
maritime industry requires hardware and software
upgrades, new standardized encryption protocols,
and collaboration between ship operators, port
authorities, and cybersecurity experts. The process
involves deploying Quantum Key Distribution
(QKD) networks, Quantum Communication
Devices, Quantum Satellites for global
communication, and Quantum Sensors on ships and
ports.

Software and Post-Quantum Cryptographic
Algorithms are then upgraded to Post-Quantum
Cryptography (PQC) for secure communication and
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data protection. Existing TLS, VPNs, and encrypted
emails are transitioned to quantum-resistant

Application | Quantum | Post-
Area Cryptograp | Quantum
hy (QC) | Cryptograp
hy (PQC)
Ship Quantum- | PQC-based
Navigation | secured GPS
(GPS GPS & encryption
Security) quantum
Sensors
Ship-to- Quantum | PQC-
Shore Key enhanced
Communicat | Distributio | TLS,
ion n (QKD) VPNs, and
for secure | encrypted
transmissio | emails
n
Port Quantum- | PQC
Cybersecurit | based algorithms
y access for
control & | firewalls &
network data
security protection
Maritime Quantum | PQC-based
IoT Security | encryption | authenticati
for IoT on of [oT
sensors on | devices
ships
Financial Quantum- | PQC
Transactions | safe digital
blockchain | signatures
networks & identity
verification
Cargo & Quantum- | PQC-
Supply protected | enhanced
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Chain tracking data
Protection systems integrity
checks

@ File Encryption/D

1) File Access Event Detection
(Read, Write, Delete, etc)

% File Restaration
Request

@ & File Restoration ﬁag
@) File Backup BBE

File Restoration
Systemn

encryption algorithms, such as Crystals-Kyber,
Crystals-Di lithium, and Falcon. Ship and Port
Network Security Software is updated to include
PQC-based security and Al-enhanced anomaly
detection models. A hybrid model of Quantum-PQC
security is implemented for legacy systems,
combining quantum and classical security measures.
The International Maritime Organization (IMO) and
NIST must define quantum cybersecurity guidelines,
and maritime industry vendors should collaborate on
standardized PQC implementation.

Testing and deployment of PQC security involve
conducting pilot programs, testing Quantum-Secured
Ship Communication Systems, simulating quantum
cyber threats, and implementing PQC-based Digital
Identity Verification. These measures ensure the
security of crew authentication, cargo tracking, and
financial transactions with PQC-enhanced
blockchain security.

Areas where quantum & PQC can be installed in the
maritime industry:

Benefits of installing quantum & post-quantum
cryptography in maritime cybersecurity:

Quantum and Post-Quantum Cryptography in
maritime cybersecurity offers unbreakable
encryption, protection against quantum cyberattacks,
enhanced GPS spoofing prevention, and secure
financial transactions. These technologies prevent
ship misdirection and navigation fraud, while
quantum-enhanced blockchain technology prevents
fraud and financial cybercrime in shipping
companies. Adopting quantum-safe security early
helps the maritime sector stay ahead of cyber threats.
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6. Conclusion:

As the maritime industry increasingly relies on digital
infrastructure, cybersecurity has become a crucial
concern for global trade and logistics. While
regulatory frameworks such as the NIST CSF and
IMO guidelines provide a foundation for
cybersecurity practices, ongoing challenges including
real-time threat detection, identity management, and
system interoperability continue to pose substantial
risks. Incidents such as the NotPetya cyberattack on
Maersk and various GPS spoofing cases highlight the
urgent need for more adaptive and proactive
cybersecurity measures. To address these concerns,
this study examines advanced security strategies,
including Al-driven machine learning models for
predictive threat detection and quantum cryptography
for highly secure encryption. These technologies
present promising solutions for strengthening
cybersecurity resilience across maritime operations.
However, their widespread adoption faces obstacles
related to technical integration, financial investment,
and regulatory compliance.

The future of maritime cybersecurity research should
focus on developing Al-enhanced autonomous threat
detection systems, integrating post-quantum
cryptography into maritime encryption protocols,
exploring blockchain-based security models,
enhancing cybersecurity training programs for
maritime personnel, and establishing global
regulatory alignment for standardized cybersecurity
practices. These innovations will reinforce defences
against evolving cyber threats, ensuring the safety and
efficiency of global maritime trade. Continuous
research and collaborative efforts are crucial in
navigating the digital storm that threatens maritime
cybersecurity.
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